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[image: ]STEP 1: Security groupsI signed into the AWS Management Console and searched for the VPC service using the search bar at the top of the page. After opening VPC, I selected the Security Groups option from the left navigation menu.

I created a new security group called DB Security Group inside the Lab VPC. I added a description for the security group and prepared it to allow database traffic from the web server. Inside the inbound rules section, I added a new rule using the MySQL/Aurora type on port 3306. I selected the Web Security Group as the source so the web server could communicate with the database securely. I then created the security group.
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[image: ]STEP 2: SUBNETI searched for and opened the Amazon RDS service in AWS. From the navigation menu, I selected the Subnet Groups section to create a subnet group for the database deployment.






I created a subnet group called DB-Subnet-Group and linked it to the Lab VPC. This subnet group would define which subnets the database could use. I selected the availability zones us-east-1a and us-east-1b to support a Multi-AZ database setup. This configuration improves reliability by placing database resources across different zones. I selected the subnets using the CIDR ranges 10.0.1.0/24 and 10.0.3.0/24. These subnets were then added to the subnet group configuration and saved successfully.
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[image: ]From the RDS dashboard, I selected Databases and clicked create database. I chose the MySQL engine option and selected the Dev/Test template for the setup. I selected the Multi-AZ DB instance deployment option to create a more reliable database environment. This would automatically replicate the database into a second availability zone.
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I entered the database identifier as lab-db and created the master username and password. These credentials would later be used to connect the web application to the database.
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I selected General Purpose (SSD) storage and set the allocated storage amount to 20GB. This storage configuration was suitable for the database application used in the lab. I selected the Lab VPC and attached the DB Security Group to the database. I also removed the default security group to ensure only the configured web server could access the database.
I configured the instance class using the burstable classes option and selected db.t3.micro. This provided a small and cost-effective database instance suitable for the lab task.
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I clicked create database and waited for the database instance to finish deploying. After several minutes, the database status changed to modifying. Once the database was running, I opened the Connectivity & Security section and copied the database endpoint address. This endpoint would be used to connect the web application to the database.
I disabled Enhanced Monitoring, automatic backups and encryption to speed up the deployment process. I also entered lab as the initial database name before creating the database.

[image: ][image: ][image: ]Finally, I tested the Address Book application by adding, editing and deleting contacts. This confirmed that the application was successfully storing and retrieving data from the Amazon RDS database.
Inside the web application, I opened the RDS section and entered the database endpoint, database name, username and password. After submitting the information, the application successfully connected to the RDS database.
I located the WebServer IP address from the AWS Details section and opened it in a new browser tab. This loaded the Address Book web application 













[image: ]After completing the database instructions, I recorded my work by clicking “submit” and when prompted I clicked “yes”. I needed to wait a couple of minutes to receive my final grade. Once I received my grade I finished by clicking “end lab”.




[image: ]
[image: ]
image5.png
e Aurora and RDS > Dashboard

Aurora and RDS <

Dashboard
Databases

Query editor
Performance insights
Snapshots

Exports in Amazon S3
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Zero-ETL integrations




image6.png
Subnet group details

Name
Vou won't be able to madify the name after your subnet group has been created.

| DB-Subnet-Group

Must contain fom 1 to 255 characters. Alphanumeric character,spaces,hyphens, underscore, and periods re allove.

Description

| 0B subnet Grovp.

vee

Choose a VPC ientfer that carresponds to the subrets you wank  use for your DB subnet group. You wort't b able ta choose a different VPC identif

Lab VPC (vpc-01adcicebedd3e90a)
4 Subnets, 2 Availabilty Zones

Add subnets

Availability Zones
Choose the Availability Zones that include the subnets you wan to add.

- after your subnet group has been created.

| Choose an availability zone

Subnets
Choose the subnets that you want to add. The lst includes the subnets i the selected Availability Zones.

| Select subnets
Private Subnet 1 X | [ Private Subnet 2
Subnet D: subet-04b0b28e2aacbd0b _ CIDR: 10.0.1.0/24 Subnet 1D:subnet-0d13ed6b124066b55 _ CIDR: 10.00/24

[ @ For Multi-AZ DB clusters, you must select 3 subnets in 3 different Availability Zones.

Subnets selected (2)

Availability zone Subnet name Subnet ID

us-east-1a Private Subnet 1 subnet-04b0b228e2aachd0b
us-east-1b. Private Subnet 2 Subnet-0d13ed6b124066b55

CIDR block
100.1.0/24

1003.0/24
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Deployment options info

© Dev/Test
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Use ROS Free Tier to develop new applications, test existing applications, or gain

© Free tier
hands-on experience with Amazon RDS. Info

Choose the deployment option that provides the availability and durabilty needed for your use case. AWS is committed to a certain level of uptime depending on the deployment option you choose. Learn more i the Amazon RDS service level agreement (SLA) (7

) Single-AZ DB instance deployment (1 instance)

« No data redundancy
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P Show only versions that support the Amazon RDS Optimized Writes Info
‘Amazon RDS Optimized Writes improves write throughput by up to 2x at no additional cost

Engine version
mysaLsas v

() Enable RDS Extended Support Info
‘Amazon RDS Extended Support is a paid offering L2. By selecting this option, you consent to being charged for this offering if you are running your database major version past the RDS end of standard support date for that version. Check the end of standard support date for your
major version n the RDS for MySQL documentation L2

DB instance identifier Info
Type a name for your DB instance. The name must be unique across all DB instances owned by your AWS account in the current AWS Region.
lab-db

‘The DB instance identifier i case-insensitive, but is stored as alllowercase (as in *mydbinstance®). Constraints: 1 to 63 alphanumeric characters or hyphens.

character must e a letter, Canft contain two consecutive hyphens. Can't end with a hyphen.
Credentials Settings

Master username Info
Type a login ID for the master user of your DB instance.

main

11016 alphanumeric characters. The first character must be a letter.

Credentials management
You can use AWS Secrets Manager or manage your master user credentials.
() Managed in AWS Secrets Manager - most secure © Self managed

RDS generates a password for you and manages it throughout is lifecycle using AWS Secrets Manager. Create your own password or have RDS create a password that you manage.

[ Auto generate password

Amazon RDS can generate a password for you, or you can specify your own password.

Master password | Info

Password strength

Minimum constraints: At least 8 printable ASCII characters. Can't contain any of the following symbols: /** @

Confirm master password  Info
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VPC security group (firewall) Info

Choose one or more VPC security groups to allow access to your database. Make sure that the security group rules allow the appropriate incoming traffic.

© Choose existing

() Create new
Chaose existing VPC security groups

Create new VPC security group

Existing VPC security groups

| Choose one or more options

DB Security Group X
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Connectivity info @

Compute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change conectivity sttings so that the compute resource can connect to this database.

© Don't connect to an EC2 compute resource () Connect to an EC2 compute resource
Don't set up a connection to a compute resource for this database. You can manually set up a connection to a compute resource later. ‘Set up a connection to an EC2 compute resource for this database.

Virtual private cloud (VPC) Info
Choose the VPC. The VPC defines the virtual networking environment for this DB instance.

Lab VPC (vpc-01adcfce6edd3eg0a) v ‘ ©
4 Subnets, 2 Availability Zones

After a database is created, you can't change its VPC. Only VPCs with a corresponding DB subnet group are listed.
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Storage

Storage type info
Provisioned IOPS SSD (i02) storage volumes are now available.

General Purpose SSD (gp3)
Performance scales independently from storage

Allocated storage Info
| 20

Minimunm: 20 GiB. Maximum: 6,144 GiB

Provisioned IOPS  Info

Baseline I0PS of 3,000 1P i included for allocated storage less than 400 Gif.
Storage throughput Info
125

Baseline storage throughput of 125 MiBps is included for allocated storage less than 400 GiB.

Gig

10PS

MiBps

[ @ To provision additional IOPS and throughput, increase the allocated storage to 400 GiB or greater.

» Additional storage configuration
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Instance configuration
The DB instance configuration options below are limited to those supported by the engine that you selected above.

DB instance class  Info
v Hide filters

(D Show instance classes that support Amazon RDS Optimized Writes Info
Amazon RDS Optimized Writes improves write throughput by up to 2x at no additional cost.

D Include previous generation classes

(O standard classes (includes m classes)
() Memory optimized classes (includes r and x classes)
° Burstable classes (includes t classes)

Instance type

db.t3.micro
2VvCPUs 1GIBRAM  EBS Bandwidth: Up to 2,085 Mbps Network: Up to 5 Gbps
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@ Successfully created database lab-db

You can use settings from lab-db to simplify configuration of suggested database add-ons while we finish creating your DB for you.

Databases (1)

| Q Filter by databases |

DB identifier A | Status v Role v | Engine v Upgrade rollout order v

© Modify... Instance MySQL Co... SECOND
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Database options

Initial database name  Info

| 1ab
1f you do not specify a database name, Amazon RDS does not create a database.
DB parameter group Info

| defaultmysqla.a

Option group info.

| default:mysql-8-4

Backup

() Enable automated backup
Creates a point.in-time snapshot of your database

Backup tags  Info
Copies tags from the source database to the automated backup and snapshots respectively.
() Copy tags to automated backup

“This is a one-time setting. Future tag modifications need manual updates.

(") Enable encryption
Choose to encrypt the given instance. Master ke IDs and aliases appear in the list after they have been created using the AWS Key Management Service console. Info.
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v Additional monitoring settings
Enhanced Monitoring, CloudWatch Logs and DevOps Guru
Enhanced Monitoring

(") Enable Enhanced monitoring
Enabling Enhanced Monitoring metrics are useful when you want to see how different processes or threads use the CPU.
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aws Load Test RDS
~

Endpoint
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lab-db.cratkn8jyofa.us-east-1.rds.amazonaws.com
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SUBIMISSION

Cloud Access
s
Cloud Labs

Remaining session time: 00:29:27(30 minutes)
Session started at: 2026-05-14T13:02:21-0700
Session to end at: 2026-05-14T14:32:21-0700

Accumulated lab time: 02:51:00 (171 minutes)

(1)ips - public:54.167.192.163, private:10.0.2.52 (2) ips - public:54.91.199.141,
private:10.0.0.252

SSH key Download PEM | Download PPK
POEERSY Downioad URL

Secretkey EsSi/9FHQNvgDPAPAWPUMCTaJtoNTDSAhCrFTEM
Webserver 54.167.192.163

BastionHost  54.91.199.141

Region Us-east-1

AccessKey AKIA3POCSPNAFCTUMKTE
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Total score 20/20
Task 1-Security Group created 5/5
Task 2- DB subnet group 5/5
Task 3-DB created 5/5
Task 4- App connected to DB 5/5





image21.png
.
ab  MEndlab iAW




image1.png




image2.png




image3.png
Wedshbod <

Vil rvate covd
s

pro
[ra——
searty

sty s
Priteink and Ltice
[e———
T

o sl
g
NetworFenall

[———

- ()

Resources by Region

» sellaions:

prees
» sellraions:

> seallegions:

» seallegons:

[
» sellraions:

S
» seollraions:

» seallegons:

i
» Sellegons:

[ESp———
» sellraions:

s

s 1

s

s

s

exposees
» Sesalragions

Gty
» Swalragions

» Sesalregions

» Sesalregions

p——
» Swalragions

[r——
» Swallrgions.

» Sesalregions

» Sesalreions

JS—
» Swalragions.

[p—

wgeo

g

s

wgnizo

gz

Service Health
———

Settings

Additonal Information 12

AWS Network Manager

eI ot s
U —
o
bl o nd ok oty

Site-toSite VPN Connections
e ———]
[ —
Aoyt o e g
Iyt e P cerce

AWS Firewall Manager
kel ooty oy send

ot el 05t ot s
Socaces WS Crprians e e splers




image4.png
Create security group i

Asecurity group acts as a virtual firewall for your instance to control inbound and outbound traffc. To create a new secrity group, complete the felds below.

Basic details
Security group name Info

| DB Security Group

Name cannot be edited after reation.
Description Info

[ Permit access from Web Security Group.

VPCinfo
[ vpe-Otadcfcecdd3e90a (Lab VPC) v

Inbound rules o
Type Info Protocol Info Portrange Info Source Info Description - optional Info

| MYSQL/Aurora v Custom v | | Q sg-0bas6c2276ffed70d X

| Coete)

Outbound rules info
Type Info Protocol Info Portrange Info Destination Info Description - optional Info

[ Altraffic v astom v | [ Q





